
T
he technical ability to work 
“on the go” has blurred the 
lines between personal 
and business life. Personal 
mobile devices and email 

accounts are increasingly being 
used for work,1 meaning that they 
are more likely than ever to contain 
potentially relevant electronically 
stored information (ESI) and, there-
fore, to be targets for collection as 
part of e-discovery in litigation. 

Although the dust has yet to settle 
regarding the legal implications of 
the use of personal devices and 
personal email for work, judges 
are increasingly grappling with 
the topic. Three recent decisions 
help illustrate how the integration 
of personal devices and email into 
the corporate environment, whether 
authorized or not, is changing dis-
covery in the corporate litigation 
context.

‘Living Color’

I n  L i v i n g 
Color Enters. v. 
New Era Aqua-
culture,2 text 
messages from 
a  p e r s o n a l 
phone poten-
tially relevant 
to the under-
lying business 
dispute were 
the subject of a motion for sanctions 
under recently amended Federal Rule 
of Civil Procedure 37(e). In this case, 
the plaintiff Living Color and defen-
dant “New Era entered into a busi-
ness relationship in which Plaintiff 
became the exclusive distributor 
for New Era products in the United 
States,” resulting in the plaintiff’s 
subsequent hiring of defendant JT 
as a sales manager and defendant 
Leyden as a sales representative.3 
The plaintiff alleged that defendants 
New Era, JT, Leyden, and distribu-
tor Aqua-Tech devised and executed 
“a plot to divest Living Color of the 

business relationship with New Era, 
its relationships with JT and Leyden, 
and Living Color’s customers and 
other trade secrets.” Defendants 
New Era, JT, and Leyden terminated 
their relationships with the plain-
tiff, the defendants JT and Leyden 
gained employment with defendant 
New Era, and defendant “Aqua-Tech 
became the exclusive distributor for 
New Era’s products bearing the Mark 
owned by Living Color,” which led to 
the plaintiff’s lawsuit.4

In a prior discovery order, the 
court ordered defendant Leyden, 
who had stated he had no additional 
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responsive documents to produce, to 
immediately file an affidavit, “under 
oath, whether or not he possessed any 
text messages or emails that he had 
not yet produced[.]” In his affidavit, 
the defendant stated that he replaced 
his personal phone twice during the 
litigation and “that he did not archive 
or save text messages on his phones 
when they were replaced.”5

In response, the plaintiff filed a 
motion for sanctions, alleging that 
the defendant “knowingly destroyed 
evidence” that he had an ongoing 
duty to preserve, thereby warrant-
ing a default judgment award as well 
as an adverse inference instruction.6 
The defendant admitted his “usual 
practice to periodically remove text 
message exchanges from [his] phone 
to maintain the operational speed and 
efficiency of [his] phone,” his regular 
usage of “the cell phone feature that 
automatically deletes text messages 
after 30 days[,] and that he, admit-
tedly, neglected to disable the feature 
when the lawsuit was filed.”7 While the 
defendant acknowledged his duty to 
preserve the deleted text messages, 
he countered that the plaintiff “can-
not establish the requisite elements 
for spoliation because it cannot show 
that the missing evidence is crucial 
to its ability to prove its prima facie 
claims or that [he] acted in bad faith 
by neglecting to archive or save the 
text messages” based on the “circum-
stantial evidence” presented.8

Conducting an analysis under 
Rule 37(e),9 the court determined 
that certain of the preconditions for 
sanctions under the rule had been 

met since defendant Leyden, due to 
a failure to take reasonable steps, 
failed to preserve electronically 
stored information that he was under 
an obligation to preserve, and the 
information could not be replaced.10

Despite that conclusion, the court 
declined to impose sanctions after 
finding that the plaintiff had failed 
to show “prejudice … from loss of 
the information[.]”11 The court found 
the plaintiff’s argument that the miss-
ing text messages were crucial to its 
claims to be “an extremely conclusory 

statement that really does not estab-
lish any prejudice to Plaintiff.”12 Thus, 
the plaintiff failed to establish “any 
direct nexus between the missing text 
messages and the allegations in its 
Complaint.”Finding “no prejudice suf-
fered by”the plaintiff due to the loss 
of information, the court could not 
issue sanctions under Rule 37(e)(1).13 

The court then examined whether 
there was intent to deprive, which 
would allow for granting severe 
sanctions under subsection 2 of 
Rule 37(e).14 Determining that the 
defendant “simply acted negligently 
in erasing the text messages either 
actively or passively[,] the court 
did “not find any direct evidence 
of either ‘intent to deprive’ or bad 
faith.”15 As such, the court could not 

issue sanctions under Rule 37(e)(2) 
and ultimately denied the plaintiff’s 
motion for sanctions.16 

‘Brown Jordan’

In another recent decision, spolia-
tion of evidence on a mix of personal 
and business devices featured promi-
nently in a complex case involving 
a claim of wrongful termination and 
potential violations of the Computer 
Fraud and Abuse Act and the Stored 
Communications Act. In Brown Jor-
dan Int’l v. Carmicle, defendant Car-
micle was “a high-ranking employee 
running two subsidiaries” of Brown 
Jordan.17 Carmicle, whose job was 
in jeopardy for various reasons, had 
exploited the existence of a generic 
password in the company’s new email 
system to access the email of compa-
ny employees and his supervisor, the 
company CEO. Carmicle claimed he 
did so due to his suspicions that the 
CEO and other employees were lying 
to him and because he was looking 
into potential financial misconduct 
related to the valuation of the com-
pany in connection with a potential 
purchase or management buyout.
He “used his personal iPad to take 
screenshots of hundreds of emails 
over” a six-month period.18

Carmicle eventually emailed a let-
ter to several board members setting 
forth his allegations of fraudulent 
financial activity. That same day, Car-
micle, who “primarily used a Com-
pany-owned laptop,” purchased a 
personal laptop computer and migrat-
ed data “from the Company-owned 
laptop to his personal laptop.”19 He 
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also “wiped the company-issued 
iPhone and restored it to factory set-
tings.” The defendant was terminated 
soon thereafter, “primarily due to his 
accessing others’ email accounts” in 
direct contravention of the company’s 
“Computer and Internet Policy” found 
within the corporate Employee Hand-
book.20 Upon termination, Carmicle 
“used the ‘Find My iPhone’ applica-
tion to remotely lock [the company-
owned laptop], rendering it inacces-
sible,” but claimed to have intended 
only to “lock his personal laptop.”21 
He additionally “remotely wiped [his] 
Company-owned iPad and restored 
it to factory settings.”22

During discovery, Carmicle 
“claim[ed] to have subsequently 
lost the personal iPad with which 
he had taken screenshots of emails” 
and, thus, insisted that he could not 
produce them. He also was unable 
to produce “various other data and 
devices [he] claim[ed] to have delet-
ed or lost despite the near certainty of 
impending litigation.”23 Additionally, 
“a forensic examination of Carmicle’s 
personal laptop revealed that 2.4 mil-
lion files—nearly all of the files on 
that laptop—had last been accessed 
within the 48 hours prior to the date 
on which Carmicle surrendered the 
laptop for forensic examination in 
June of 2015,”24 thereby modifying 
potentially relevant metadata.

Brown Jordan moved for spoliation 
sanctions based on the defendant’s 
“handling of [corporate and person-
al] devices, both prior to and follow-
ing the termination of his employ-
ment.” The court reviewed whether 

Carmicle’s “repeated access of other 
employees’ email accounts … using 
a single generic password provided 
to all employees in connection with 
the transition to a new email service 
amounted to gross negligence or will-
ful misconduct.”25 

The court conducted an analysis 
under Rule 37(e) to decide whether 
sanctions were appropriate. It deter-
mined that Carmicle should have 
preserved ESI from many devices, 
including “his personal iPad, his per-
sonal laptop computer, the Company-
owned laptop, the Company-owned 
iPad, Carmicle’s personal iPhone, 

and Mrs. Carmicle’s computer[.]”26 
Additionally, “this information was 
lost because Carmicle failed to take 
reasonable steps to preserve it” 
and “[t]his information—including 
the metadata relevant to Carmicle’s 
accessing and taking screenshots of 
others’ emails with his personal iPad, 
and the last access dates for 2.4 mil-
lion files on Carmicle’s personal lap-
top—cannot be restored or replaced 
through additional discovery.”27 Since 
it also found that “Carmicle acted with 
the intent to deprive the Brown Jor-
dan Parties of the information’s use 
in litigation,” the court found severe 
sanctions under Rule 37(e)(2) to be 

appropriate and imposed the sanc-
tion that “certain adverse inferences 
[would be] drawn from the absence of 
evidence lost, deleted, or destroyed 
by Carmicle.”28 

‘Matthew Enterprise’

The definition of control, from a 
legal perspective, was a key issue in 
a recent case out of California, Mat-
thew Enterprise v. Chrysler Group. In 
this matter, the court was faced with, 
inter alia, the question of whether an 
employer must produce corporate 
ESI from its employees’ personal 
email accounts. The plaintiff, a car 
dealership, had alleged that the 
defendant, Chrysler, engaged in dis-
criminatory practices by excluding it 
from participating in a sales incentive 
program with hidden price discounts 
offered to competing dealerships.29

After receiving only three email 
messages in a document produc-
tion by the plaintiff in response to 
its document requests, the defen-
dant moved to compel production of 
work-related communications from 
the personal email accounts of the 
plaintiff’s employees used for busi-
ness-related purposes.30 Federal Rule 
of Civil Procedure 34(a)(1) allows a 
party to serve on another party a 
request to produce documents or 
ESI “in the responding party’s pos-
session, custody, or control.”31 Argu-
ing that such ESI was not within its 
possession, custody, or control, 
the plaintiff took the position that 
these items were, thus, outside the 
permissible scope of discovery. The 
defendant countered, arguing that 
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the plaintiff “still has control over 
its company information,” irrespec-
tive of whether such information is 
stored in personal email accounts.32

The court initiated its analysis by 
determining whether the plaintiff, in 
fact, had control over the personal 
email accounts that contained the 
work-related messages. Noting the 
circuit court split regarding the defi-
nition of control, the court stated 
that the Ninth Circuit, in line with the 
majority of circuits, “has explicitly 
rejected an invitation ‘to define “con-
trol” in a manner that focuses on the 
party’s practical ability to obtain the 
requested documents.’”33 Instead, it 
followed the frequently relied upon 
definition of control from In re Cit-
ric Acid Litig.,34 “the legal right to 
obtain documents upon demand.”35 
The court elaborated that the 
“[d]ocuments are not discoverable 
under Rule 34 if the entity that holds 
them ‘could legally—and without 
breaching any contract—continue to 
refuse to turn over such documents’” 
and also noted that the “party seek-
ing production of the documents … 
bears the burden of proving that the 
opposing party had such control.”36 

Chrysler sought the employees’ 
personal email accounts since the 
plaintiff “does not furnish all its 
employees with email accounts [and] 
many of them use their personal 
accounts for business purposes.”37 
The court, though, found that Chrys-
ler had not met its burden to show 
that the plaintiff had control over 
this ESI. Chrysler had cited to the 
plaintiff’s employee handbook, which 

instructed employees “to keep ‘inter-
nal information’ in the ‘sole posses-
sion’” of the plaintiff, but the court 
found that the handbook “is not a con-
tract and so does not create a legal 
right for [the plaintiff] to take back 
any such information now stored 
in personal accounts.”38 The court 
also noted that, even if it did order 
production from the personal email 
accounts, Chrysler “had not identified 
any authority under which [the plain-
tiff] could force employees to turn 
them over.” Since Chrysler had not 
met its burden here, the court denied 
the motion to compel production 
from the personal email accounts.39

Conclusion

The cases discussed above high-
light the evolution of corporate liti-
gation and related discovery, which 
is moving away from focusing exclu-
sively on corporate-owned devices 
and systems. Personal devices and 
systems such as email accounts are 
increasingly becoming a standard 
part of the corporate environment. 
“Approximately 40 percent of U.S. 
consumers who work for large enter-
prises said they use their personally 
owned smartphone, desktop or lap-
top daily for some form of work pur-
poses[.]”40 Moreover, companies are 
increasingly providing incentives for 
or requiring employees to use their 
personal devices for work-related 
communications through bring-your-
own-device (BYOD) programs, with 
“[h]alf of enterprises say[ing] they 
intend to move exclusively to BYOD 
for smartphones in 2017[.]”41 With 

personal devices and systems increas-
ingly becoming potential sources of 
discoverable ESI in corporate litiga-
tions, companies should take note by 
reevaluating and updating their infor-
mation governance, litigation readi-
ness, and discovery response prac-
tices accordingly to manage potential 
related discovery obligations.

While personal devices and sys-
tems are becoming part of the new 
e-discovery normal, this does not nec-
essarily mean that courts are sweep-
ing them in with corporate email and 
other systems as part of the scope of 
permitted discovery. In some situa-
tions, as in Brown Jordan, where an 
individual is a party, personal devices 
and systems may generally be con-
sidered as fair game for discovery. 
However, in other situations, where 
individual employees use personal 
devices and systems for work-related 
communications, such as in Living 
Color and Matthew Enterprise as well 
as in the high profile Amalgamated 
Bank v. Yahoo!42 dispute, much more 
judicial analysis is required.

In addition to the critical threshold 
issues of discovery scope in Federal 
Rule of Civil Procedure 26(b)(1) of 
whether the information is relevant 
to a claim or defense and propor-
tional to the needs of the case,43 
such ESI on personal devices and 
systems also necessarily invites a 
“possession, custody, or control” 
analysis under Federal Rule of Civil 
Procedure 34. Courts, such as in 
Matthew Enterprise, are showing an 
appreciation for the fact that a corpo-
ration does not always have control 
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of or ability to access the personal 
devices or systems of employees.44 
This is especially true in situations 
where there is no clear agreement 
between a company and its employ-
ees regarding control or ownership 
of such ESI. As a result, the issue of 
control will necessarily be a crucial 
aspect of sanctions analyses under 
Federal Rule of Civil Procedure 37(e), 
as a party cannot be expected to have 
had an obligation to preserve ESI over 
which it had no legal control. 
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