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■	 Risk Assessment.  As is consistent with OFAC’s past prac-
tice, the Framework recommends that SCPs be designed 
and updated pursuant to a “risk-based approach”.  OFAC 
officials have emphasised that not every company is 
expected to satisfy every element of the Framework, but 
rather companies should tailor their programmes to their 
unique risk profiles.  One of the “central tenets” of a risk-
based approach is for companies to “conduct a routine, and 
if appropriate, ongoing ‘risk assessment’ for the purposes 
of identifying potential OFAC issues they are likely to 
encounter.”5  OFAC identifies two core elements of a 
commitment to meet this compliance component: peri-
odic risk assessments (including the conducting of due dili-
gence during client and third-party onboarding and merg-
er-and-acquisition activities); and the development of a 
methodology to analyse and address the particular risks 
identified by these risk assessments (which could include 
the root causes of any apparent violations or systemic defi-
ciencies identified by the organisation during the routine 
course of business as well as through its testing and audit 
function).6

■	 Internal Controls.  Effective OFAC compliance progra-
mmes generally include internal controls to identify, inter-
dict, escalate, report, and keep records pertaining to prohib-
ited activity.  Key elements include: (1) written policies and 
procedures tailored to the organisation’s operations and risk 
profile and enforced through internal and/or external audits; 
(2) adequately addressing the results of a company’s OFAC 
risk assessment; (3) implementation of immediate and effec-
tive remedial actions; (4) clear communication of policies 
and procedures to all relevant staff; and (5) identification of 
designated personnel responsible for integrating policies and 
procedures into daily operations.7

■	 Testing and Auditing.  A comprehensive and objec-
tive SCP audit function ensures the identification of 
programme weaknesses and deficiencies.  OFAC notes that 
it is the company’s responsibility to enhance its programme, 
including all programme-related software, systems, and 
other technology, to remediate any identified compliance 
gaps.  

■	 Training.  The Framework describes training as “inte-
gral” and outlines OFAC’s expectation that training 
programmes be “provided to all appropriate employees 
and personnel on a periodic basis (and at a minimum, 
annually) and generally should accomplish the following: 
(i) provide job-specific knowledge based on need; (ii) 
communicate the sanctions compliance responsibilities 
for each employee; and (iii) hold employees accountable 
for sanctions compliance training through assessments”.8  

Introduction
The U.S. Treasury Department’s Office of Foreign Assets 
Control (“OFAC”) is in the midst of a record-setting streak of 
enforcement.  Since January 2020, OFAC has taken 27 public 
enforcement actions and assessed over $39.2 million in civil 
monetary penalties.  Increasingly, OFAC has drawn explicit 
links in its public enforcement actions to the compliance expec-
tations laid out in its landmark 2019 guidance on the “hallmarks 
of an effective compliance program” (the “Framework”).  U.S. 
and non-U.S. companies alike would be well-served to learn 
from the mistakes of similarly situated entities and incorporate 
the compliance guidance found in recent OFAC enforcement 
actions into their own sanctions risk assessments and compli-
ance programmes.

This chapter discusses several of the main themes from recent 
OFAC enforcement actions and highlights the related compli-
ance lessons learned.

OFAC’s Compliance Framework

The 2019 Framework, and the related “compliance commit-
ments” that are now a standard part of OFAC settlements, 
represent a new effort by OFAC to more clearly and compre-
hensively communicate its expectations about appropriate sanc-
tions compliance practices.  OFAC made clear that the guidance 
is intended not only for U.S. companies, but also for non-U.S. 
companies that conduct business in or with the United States, 
with U.S. persons, or using U.S.-origin goods or services.  U.S. 
and non-U.S. companies would be well-advised to study the 
Framework carefully because, among other things, OFAC will 
consider a compliance programme that follows the Framework, 
a mitigating factor in the event of an enforcement action.1

The Framework describes five “essential components” of an 
effective sanctions compliance programme (“SCP”):2  
■	 Management Commitment.  The Framework notes that 

Senior Management’s3 commitment to, and support of, a 
company’s risk-based SCP is “one of the most important 
factors in determining its success”.  This commitment  can 
be evidenced by management’s: (1) review and approval 
of the SCP; (2) ensuring that the compliance function has 
sufficient authority and autonomy to deploy policies and 
procedures to effectively control OFAC risk (this includes 
the designation of a sanctions compliance officer); (3) 
ensuring the compliance function receives adequate 
resources; (4) promoting a “culture of compliance”; and 
(5) recognition of the seriousness of, and the implemen-
tation of necessary measures to reduce the occurrence of, 
sanctions violations.4
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OFAC concluded that Essentra’s conduct of this business and its 
receipt of three payments into its bank accounts at the non-U.S. 
branch of a U.S. bank “caused” the branch (a U.S. person) to 
export, directly or indirectly, financial services to North Korea.  
Similarly, in DOJ and OFAC’s January 14, 2021, resolutions with 
PT Bukit Muria Jaya (“BMJ”), a paper products manufacturer 
located in Indonesia, BMJ “directed” payments for its North 
Korean exports to its USD bank account at a non-U.S. bank, 
which caused U.S. banks to clear wire transfers related to these 
exports.13  Non-U.S. companies are now on notice of the risk of 
criminal enforcement in addition to OFAC enforcement for the 
use of U.S. dollar transactions (or transactions denominated in 
other currencies utilising non-U.S. branches of U.S. banks) in 
connection with sanctioned-country business.  To reduce their 
risks, non-U.S companies should consider strengthening their 
sanctions compliance programmes, including training, controls, 
and employee oversight.

OFAC also recently issued its first and second public enforce-
ment actions against cryptocurrency companies.  First, on 
December 30, 2020, OFAC entered into a settlement with 
BitGo, Inc. (“BitGo”), a U.S. company that implements security 
and scalability platforms for digital assets and offers non-custo-
dial secure digital wallet management services.14  OFAC deter-
mined that deficiencies in BitGo’s sanctions compliance proce-
dures caused the company to fail to prevent persons it knew 
(based on IP address data) were located in sanctioned jurisdic-
tions from using its non-custodial secure digital wallet manage-
ment service.  Similarly, on February 18, 2021, OFAC entered 
into a settlement with BitPay, Inc. (“BitPay”), a U.S. company 
that offers a payment processing solution for merchants to 
accept digital currency as payment, for processing payments 
on behalf of individuals who, based on IP addresses and infor-
mation available in invoices, were located in sanctioned juris-
dictions.  Additionally, OFAC has recently focused on money 
service businesses (“MSBs”), as evidenced by its 2021 actions 
against Payoneer Inc. (“Payoneer”) and MoneyGram Payment 
Systems, Inc. (“MoneyGram”).  OFAC stated that such digital 
currency businesses and MSBs, like other financial services 
providers, are responsible for ensuring compliance with OFAC 
sanctions, including understanding their sanctions-related risks 
and taking steps to mitigate against such risks.15

Utilising non-standard payment or commercial practices

The Framework notes that companies are best positioned to 
determine whether a particular dealing, transaction, or activity 
is performed in a manner consistent with industry practice.  
Sometimes deviations from standard practice are driven by 
an effort to evade or circumvent sanctions.  For example, on 
January 4, 2021, OFAC entered into a $8,572,500 settlement with 
Union de Banques Arabes et Françaises (“UBAF”), a French 
bank specialising in trade finance, for processing 127 payments 
on behalf of sanctioned Syrian financial institutions.16 The 
majority of the apparent violations involved UBAF’s processing 
of internal book-to-book transfers on behalf of Syrian entities 
that were followed by corresponding funds transfers through 
the U.S. financial system.  The remaining violations were either 
“back-to-back” letter of credit transactions – where a sanctioned 
Syrian entity was the beneficiary of export letters of credit or the 
applicant for import letters of credit that did not involve USD 
clearing, but the intermediary entered into or received one or 
more corresponding USD letters of credit to purchase or sell 
the same goods – or other trade finance transactions involving 
sanctioned parties, all of which were processed through a U.S. 
bank.  OFAC stated that UBAF’s actions during this time 

As an appendix to the Framework, OFAC also describes 
some of the common “root causes” of the violations that were 
the subject of its prior enforcement actions.  These themes and 
others are addressed in the enforcement trends section below.

Enforcement trends 

Consistent with its new focus on compliance, OFAC has 
routinely incorporated compliance commitments into its public 
settlement agreements since December 2018; these settlements 
have involved both financial institutions and non-financial 
institutions.9  In these settlements, OFAC has also imposed a 
requirement that the settling party annually certify its compli-
ance with the commitments over a five-year period, a process 
which will likely require settling parties to invest additional 
resources in their SCPs and therefore increases the costs associ-
ated with OFAC settlements.

OFAC’s enforcement actions in 2020 and the first half 
of 2021, together with the Framework’s discussion of “root 
causes”, highlight compliance deficiencies or breakdowns that 
are commonly responsible for sanctions violations.  We describe 
the major areas of concern below.    

Use of the U.S. financial system, including the use of 
U.S. dollar payments

OFAC has long viewed the use of the U.S. financial system for 
the benefit of sanctioned persons or jurisdictions as constituting 
a violation of U.S. sanctions.  

OFAC’s “big bank” enforcement actions have historically 
focused on global banks utilising “wire stripping” or other 
non-transparent payment methods to process transactions 
prohibited by U.S. sanctions through the U.S. financial system.10  
The 2019 multiagency resolutions with UniCredit Group 
(“UniCredit”) ($1.3 billion in combined fines) and Standard 
Chartered Bank (“SCB”) ($1.1 billion in combined fines 
assessed by the United States and United Kingdom), shows that 
the march of large, multi-agency enforcement actions against 
banks for such conduct continues to the present day.11  The 
SCB action demonstrates that U.S. regulators have also taken 
enforcement action against financial institutions outside the 
context of “wire stripping” or other non-transparent payment 
methods.  For example, DOJ cited the bank’s transactions with 
an Iranian national who allegedly used supposed general trading 
companies in the UAE as fronts for a money exchange business 
located in Iran, and OFAC highlighted the bank’s alleged delays 
in restricting sanctioned country access to its online banking 
platform and fax transmissions as a compliance failure that led 
to apparent sanctions violations.  

Historically, OFAC and DOJ enforcement focused on banks 
– and not the banks’ customers – that were conducting trans-
actions with sanctioned jurisdictions or parties.  However, in 
2017, OFAC made clear through its enforcement action against 
Singaporean entity CSE Global Limited and its subsidiary CSE 
TransTel Pte. Ltd. that non-U.S. companies can violate U.S. 
sanctions by causing – through initiating U.S. dollar payments – 
U.S.-based banks or branches to violate sanctions by engaging in 
the prohibited exportation of financial services from the United 
States for the benefit of sanctioned parties or jurisdictions.  

On July 16, 2020, DOJ and OFAC announced parallel reso-
lutions with Essentra FZE Company Limited (“Essentra”), a 
UAE-based supplier, for selling cigarette products it knew to 
be ultimately destined for North Korea.12  The transactions 
involved documentation falsely naming China as the destination.  
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for its Turkish subsidiaries’ sales to two Turkish intermediary 
companies with knowledge that these goods would be resold to 
Iran.  OFAC found that these violations occurred despite the fact 
that Berkshire and other Berkshire subsidiaries repeatedly commu-
nicated with and sent policies to the Turkish subsidiary regarding 
Iran sanctions. The Turkish subsidiary nonetheless took steps to 
conceal its dealings with Iran, such as using private email addresses 
that bypassed the controls of the corporate email system, utilising 
false names and false invoices, and providing false responses to 
compliance inquiries.  OFAC found that certain other Berkshire 
subsidiaries received information that could have revealed that 
orders might have been destined for Iranian end users – but only 
one Berkshire subsidiary flagged that transactions with Iranian 
customers were prohibited.  These actions highlight the impor-
tance of performing appropriate due diligence in connection with 
the acquisition of non-U.S. entities and ensuring that subsidiaries 
of U.S. companies, and other entities controlled by U.S. compa-
nies, understand their obligations to comply with U.S. sanctions 
on Iran and Cuba, including when they supply goods to other 
companies within their corporate organisation.

Relatedly, multiple OFAC enforcement actions have involved 
U.S. firms referring business to, approving, or otherwise facili-
tating dealings with sanctioned persons or jurisdictions by their 
non-U.S. affiliates.  On October 1, 2020, OFAC announced a 
$5.8 million settlement with New York travel services company 
Generali Global Assistance, Inc. (“GGA”) for apparent viola-
tions of Cuba sanctions.  GGA intentionally referred Cuba-
related payments to its Canadian affiliate to avoid processing 
reimbursement payments directly to Cuban parties and to trav-
elers while they were located in Cuba.  GGA subsequently reim-
bursed its Canadian affiliate for those payments. 

Additionally, non-U.S. companies with U.S. operations should 
take steps to ensure that U.S. offices and employees are walled off 
or recused from any sanctioned business engaged in by non-U.S. 
parts of the company.  In July 2021, OFAC penalised a U.S. 
subsidiary of Alfa Laval AB for its referral of an Iranian business 
opportunity to its non-U.S. affiliate.21  This case demonstrates 
the importance of adopting training to ensure U.S. persons know 
they are prohibited from referring or participating in business 
opportunities involving sanctioned jurisdictions.

Deficient due diligence 

A fundamental element of sanctions compliance is conducting 
appropriate due diligence on customers, supply chains, interme-
diaries, and counterparties.  OFAC has recently brought several 
enforcement actions resulting from deficient due diligence.  

As demonstrated by OFAC’s September 20, 2020 settlement 
with Deutsche Bank Trust Company Americas (“DBTCA”), 
financial institutions are expected to conduct appropriate dili-
gence on transactions that raise sanctions red-flags prior to 
processing transactions.22  Specifically, OFAC faulted DBTCA 
for not independently corroborating verbal representations it 
received from the U.S. counsel of a non-accountholder party 
to the transaction at issue in order to confirm that there was 
no SDN interest in the transaction.  OFAC stated that although 
the payment transactions associated with the transaction did 
not contain an explicit reference to the SDN, the payment was 
“related to a series of purchases of fuel oil that involved” the 
SDN and that, at the time of the transaction, “DBTCA had 
reason to know of [the SDN’s] potential interest in the trans-
action underlying the payment, which closely coincided [with 
the SDN’s designation]”.  OFAC and other regulators expect 
companies to fully review all the documentation they receive 
for potential indicia of a nexus to a sanctioned jurisdiction or 
person prior to sending, approving, or facilitating a payment.  

period demonstrated knowledge of OFAC sanctions, but the 
bank incorrectly believed that avoiding direct USD clearing on 
behalf of sanctioned parties was sufficient for compliance.  In 
other instances, a customer may ask for accommodation that 
results in a sanctions violation.  In OFAC’s May 2019 Haverly 
Systems Inc. (“Haverly”) settlement, it was determined that 
the company collected a debt from an entity on the Sectoral 
Sanctions Identification (“SSI”) List outside of the permitted 
maturity window.17  In this case, Haverty’s Russian customer 
requested that Haverly reissue an invoice with a different date, in 
an attempt to re-characterise the debt as without the permitted 
maturity window.

Export or reexport of U.S.-origin goods

OFAC has regularly pursued enforcement actions against 
non-U.S. companies that purchased U.S.-origin goods with the 
intent of reexporting, transferring, or selling the items to a sanc-
tioned person or jurisdiction.  As noted in the Framework, some 
of OFAC’s public enforcement actions in this area have focused 
on large or sophisticated entities that “engaged in a pattern or 
practice that lasted multiple years, ignored or failed to respond 
to numerous warning signs, utilised non-routine business prac-
tices, and – in several instances – concealed their activity in a 
wilful or reckless manner”.18

For example, in April 2021, SAP SE (“SAP”) entered 
into parallel resolutions with DOJ, OFAC, and BIS totalling 
around $8 million regarding U.S. sanctions and export viola-
tions involving the export of software and related services to 
Iran.19  These resolutions involved, in part, SAP’s release of U.S.-
origin software to non-U.S. third parties who made the software 
available in Iran.  OFAC determined that in some cases, SAP 
managers had direct knowledge and facilitated the purchase of 
this software.  OFAC further determined that SAP had reason 
to know from IP address data that services were being down-
loaded in Iran.  SAP was faulted for not adopting IP blocking 
technology to prevent such downloads.  Additionally, several 
U.S.-based SAP subsidiaries allowed Iranian users to access 
U.S.-based cloud services.  OFAC faulted SAP for allowing 
these subsidiaries to operate as standalone entities for years with 
respect to compliance, despite pre- and post-acquisition reports 
of significant compliance deficiencies.

Other OFAC actions in this area involve less egregious 
conduct.  For example, in February 2020 OFAC reached a $2.4 
million settlement with the Swiss entity Société Internationale de 
Télécommunications Aéronautiques SCRL (“SITA”) involving, 
in part, SITA’s provision of U.S.-origin software for the benefit 
of sanctioned airlines and its provision of messaging services that 
routed through servers in the United States, where messaging 
went to or from sanctioned airlines or other parties that were 
providing services to those airlines.20  The SITA action repre-
sents OFAC’s first public enforcement action involving sets of 
violations where the only U.S. nexuses were the provision of 
U.S.-origin software by a non-U.S. person and the use of a U.S.-
based server, respectively.  

U.S. parent liability for non-U.S. subsidiary business; 
facilitating activities of non-U.S. affiliates

Multiple recent OFAC enforcement actions highlight OFAC’s 
increased willingness to hold U.S. parent companies liable for the 
Iranian or Cuban business conducted by their non-U.S. subsidi-
aries.  For example, in Berkshire Hathaway, Inc.’s (“Berkshire”), 
October 20, 2020 settlement, OFAC held Berkshire accountable 
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to identify potential eligibility for authorisations from OFAC, 
including general and specific licences.

Screening software limitations; deficiencies in 
automated processes

Many companies screen their customers and other third parties, 
but such screening may be deficient due to a failure to adequately 
calibrate, update, or audit their screening software, lists, and 
procedures.  A significant number of recent enforcement actions 
involved sanctions screening deficiencies, making it clear that the 
utilisation of defective screening software or insufficient screening 
lists will not provide a shield against regulatory enforcement.

For example, in its November 2018 settlement with Cobham 
Holdings, Inc. (“Cobham”), OFAC found that Cobham made 
three shipments of goods through distributors in Canada and 
Russia to an entity that did not appear on the SDN List, but 
which was blocked under OFAC’s “50 percent rule” because 
it was 51 per cent owned by a Russian SDN.26  The apparent 
violations appear to have been caused by reliance on deficient 
third-party screening software.  Although Cobham had selected 
“fuzzy” searching to detect partial matches, the software 
instead used an “all word” match criteria.  The names of the 
blocked party and its subsidiary both contained several of the 
same uncommon words such that fuzzy searching apparently 
would have detected the match; however, under the “all word” 
criteria, the transactions were not flagged and were processed. 

Additionally, in its settlement with Amazon, OFAC faulted, in 
part, the company’s failure to screen for a city within a sanctioned 
jurisdiction and common alternative spellings of a sanctioned 
jurisdiction.  OFAC also determined that Amazon’s automated 
screening processes also failed to identify the correctly spelled 
names and addresses of persons on OFAC’s SDN List.  And 
in a second September 2020 settlement with DBTCA, OFAC 
determined that DBTCA failed to stop payments destined for 
accounts at a designated financial institution because – contrary 
to its existing policies and procedures – DBTCA did not include 
in its sanctions screening tool the designated financial institu-
tion’s SWIFT Business Identifier Code.27

OFAC’s April 30, 2020 finding of violation issued to 
American Express Travel Related Services Company (“Amex”), 
criticised Amex for approving an SDN’s customer applica-
tion submitted by a non-U.S. bank due to system deficiencies.28  
When the non-U.S. bank entered the SDN’s information into the 
screening system, Amex’s “risk engine” identified the applicant 
as a potential SDN and generated multiple “declined” messages 
to the non-U.S. bank indicating that the application could not be 
processed.  However, the non-U.S. bank made several additional 
approval attempts that caused the screening engine to time out, 
triggering the application to be automatically approved.  

OFAC has stated that companies should carefully review and 
understand the functionality and limitations of their sanctions 
screening software, ensure sufficient staff training regarding 
the software, update the software accordingly, and periodically 
evaluate the software with test data to ensure that it sufficiently 
flags transactions even absent an exact match.  Additionally, 
companies should ensure that automated sanctions compliance 
controls measures cannot be overridden without appropriate 
review.  Companies should also ensure that the lists they screen 
against not only capture indicators for sanctioned jurisdictions – 
such as cities, regions, and ports within sanctioned jurisdictions 
– but also appropriate name variations for those locations.  The 
Cobham settlement further suggests that, depending on their 
risk profile, companies should consider investing in systems for 
identifying entities that are treated as SDNs under OFAC’s 50 
percent rule.  In that settlement, OFAC recognised Cobham’s 
adoption of such a system as a risk-reducing measure.  

Similarly, OFAC expects that companies implement meas-
ures, beyond contractual provisions, to monitor and mini-
mise sanctions risk over the life of a contractual relationship, 
such as a leasing agreement.  In its settlement with U.S.-based 
Apollo Aviation Group LLC (“Apollo”), OFAC determined that 
Apollo leased three aircraft engines to a UAE company that 
subleased them to an airline in Ukraine that, in turn, installed 
the engines on an aircraft wet leased to an SDN.23  When the 
engines were returned, Apollo discovered that the engines had 
been installed on aircraft owned by or leased to an SDN and 
used in Sudan (which, at the time, was subject to comprehensive 
U.S. sanctions).  Although Apollo’s lease agreements with the 
UAE company included sanctions commitments, OFAC faulted 
Apollo Aviation for failing to take steps to monitor whether the 
engines were being used in a sanctions compliant manner.

Misinterpreting, or failing to understand the applicability 
of, OFAC’s regulations 

Often companies will misunderstand the applicability or scope 
of OFAC’s sanctions prohibitions either because they are not 
aware of sanctions regulations or because they are unaware that 
such regulations apply to them by virtue of their status as U.S. 
persons, U.S.-owned subsidiaries (with respect to Cuba and Iran 
sanctions), or non-U.S. persons engaged in activities with a U.S.-
nexus (involving U.S. persons, U.S.-origin goods, or U.S. terri-
tory, including payments transiting the U.S. financial system).  

For example, on July 28, 2020, Whitford Worldwide Company, 
LLC’s (“Whitford”), settled with OFAC for conduct with Iran 
conducted by Whitford and its subsidiaries in Italy and Turkey.24  
Whitford’s Regulatory Affairs Manager had incorrectly advised 
that Whitford’s non-U.S. subsidiaries could continue selling to 
Iran legally as long as there were no direct connections between 
a subsidiary and Iran.  As a result of this advice, Whitford devel-
oped a plan to continue selling to Iran, which required that all 
sales be directed through third-party distributors and that docu-
ments related to those sales avoid referencing Iran. 

Another area of recent enforcement focus is the failure of 
companies to identify an applicable general licence or adhere 
to a general licence’s conditions, rendering the otherwise avail-
able authorisation inapplicable.  For example, in OFAC’s May 
2020 settlement with BIOMIN America, Inc., BIOMIN incor-
rectly believed that it could structure transactions involving a 
Cuban counterparty that would be consistent with OFAC’s Cuba 
sanctions.25 BIOMIN coordinated and received commissions 
on sales to a Cuban counterparty as executed by BIOMIN’s 
non-U.S. affiliates.  In determining that BIOMIN’s conduct 
resulted in violations, OFAC noted that the company could have 
availed itself of an existing general licence – if the exports had 
been licensed by the Commerce Department – or applied for a 
specific licence, and likely avoided the violations, but because the 
company appears not to have understood the scope of OFAC’s 
Cuba sanctions, it was not in a position to take advantage of 
these potential licensing avenues.  Likewise, in OFAC’s July 2020 
settlement with Amazon.com, Inc. (“Amazon”), OFAC deter-
mined that Amazon’s failure to abide by the reporting require-
ments associated with a general licence under its Ukraine-related 
sanctions effectively nullified that authorisation with respect to 
the affected transactions.  

These actions demonstrate how companies can benefit from 
seeking appropriate advice and guidance when contemplating 
business involving U.S. sanctioned parties or jurisdictions.  
Management and sales teams would be wise to consult with 
internal and/or external legal or compliance experts to ensure 
that cross-border transaction structures do not run afoul of U.S. 
sanctions requirements.  Such experts are also well positioned 
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One Bank Pleads Guilty (May 1, 2019), available at https://
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12.	 See U.S. Dep’t of Justice, Essentra Fze Admits to North 
Korean Sanctions and Fraud Violations, Agrees to Pay 
Fine ( July 16, 2020), available at https://www.justice.gov/

Mergers and acquisitions

Multiple recent OFAC enforcement actions highlight the impor-
tance of performing adequate sanctions due diligence with 
regard to potential acquisition targets and to implementing 
strong sanctions compliance procedures following acquisition.  
Often, although these non-U.S. subsidiaries were required by 
their U.S. parents to cease their transactions with sanctioned 
jurisdictions, the non-U.S. subsidiaries failed to do so.  

For example, in its September 24, 2020 settlement with 
OFAC Keysight Technologies, Inc. (“Keysight”), agreed to pay 
$473,157 to settle violations of Iran sanctions on behalf of its 
former Finnish subsidiary, Anite Finland Oy (“Anite”).29  Prior 
to Keysight’s acquisition of Anite in 2015, Anite had committed 
to cease all existing and future business with certain sanc-
tioned countries, including Iran.  After the acquisition, Keysight 
reiterated to Anite that sales to these countries must cease.  
Nevertheless, Anite’s Vice President for Europe, Middle East, 
and Africa and its Regional Director for the Middle East both 
expressed reluctance to comply.  The Regional Director and 
two employees then took measures to obfuscate from Keysight 
their dealings with Iran, including omitting references to Iran 
in correspondence.  Although Keysight conducted an internal 
investigation upon discovering the misconduct and voluntarily 
self-disclosed the violations, OFAC deemed Anite’s violations 
an egregious case due to the willful violations, active participa-
tion by senior managers, and attempts at concealment.  

Individual liability

Historically, OFAC has generally not pursued enforcement 
actions against individuals outside of the Cuba-travel context.  
However, the Framework notes that “individual employees – 
particularly in supervisory, managerial, or executive-level posi-
tions – have played integral roles in causing or facilitating” sanc-
tions violations, even in instances where “the U.S. entity had a 
fulsome sanctions compliance program in place” and in some 
cases these employees “made efforts to obfuscate and conceal 
their activities from others within the corporate organisa-
tion, including compliance personnel, as well as from regula-
tors or law enforcement”.30  The Framework states that, in such 
instances, OFAC will consider enforcement actions not only 
against the entities, but against the individuals as well.31  

In 2019, OFAC took the unprecedented step of designating 
a former company manager as a foreign sanctions evader while 
concurrently announcing a settlement with the company’s U.S. 
parent.32  Specifically, OFAC designated the former managing 
director of the U.S. company’s Turkish subsidiary whom OFAC 
determined to be primarily responsible for directing the apparent 
violations at issue and seeking to conceal them.  This designa-
tion highlights increased personal risk for personnel who play a 
central role in causing violations of U.S. sanctions law.

Conclusion
Although OFAC’s regulations do not themselves require 
the implementation of a compliance programme, OFAC’s 
Framework and the compliance guidance embedded in recent 
enforcement actions represent a new effort by OFAC to more 
clearly and comprehensively communicate its expectations about 
appropriate sanctions compliance practices.  U.S. and non-U.S. 
companies alike would be well-advised to study this guidance 
and consider making appropriate enhancements to their compli-
ance practices.    
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